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GENERAL OUTLOOK

From an accident that disrupts your supply chain to a firestorm in social media, companies
manage minor crises all the time. But dealing with a major crisis is a different matter. The focus
is on a major event, or series of escalating events, that threaten an organization’s strategic
objectives, reputation, or viability. It is the nature of crises to bring with them chaotic and
uncertain environments, where impacts are difficult to assess and even more difficult to manage.
Crises are often multi-dimensional and are growing in intensity and frequency.

A series of escalating events or triggers-or even a combination of issues and events-could
collectively result in systemic weaknesses that undermine trust and reputation. Crisis
Management Plan (“CMP”) helps in delineating the roles and responsibilities of stakeholders,
including Central and State Governments and their agencies in managing the calamity.

CMP ensures better preparation and timely communication among stakeholders, which is critical
in managing a calamity. CMP is an actionable program that can be pressed into action in the
event of a crisis to minimize damage to life, property, and the environment. In India, crisis
management has become an increasingly important issue as the country faces various threats
and challenges, both domestically and globally.

The most crucial issue for crisis management in India is financial stability. The country has faced
several financial crises in recent decades, including the 1991 balance of payments crisis and the
2008 global financial crisis. The Indian government has taken steps to strengthen the country's
financial system, such as implementing monetary policy reforms and establishing a deposit
insurance system.

However, there is still a need for further reforms to ensure financial stability and protect the
Indian economy in the event of a crisis. Finally, crisis management in India must also address
social and political unrest. The country has a long history of social and political tensions, and
there have been several instances of large-scale unrest in recent years, such as the farmer
protests in 2020 and 2021. The Indian government has responded to these incidents with a mix
of force and conciliation, but there is a need for a more comprehensive approach that addresses
the underlying causes of unrest and promotes social and political stability.
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LEGAL FRAMEWORK

The Factories Act, 1948

The Factory (Amendment) Act of 1948 played an effective and more important role in
improving India. The Factories Act, 1948primarily focuses on health, safety, the welfare of
factory workers, working hours, the minimum age to work, leave with pay, etc. The
industry is a consistent and systematic activity that organizes commerce. A factory is a
place where certain operations take place.

The Factories Act of 1948 controls the daily operations that take place in an enterprise.
The Act includes the welfare measures that industry must apply to avoid crisis as much
as it can such as occupational health care, appropriate working hours, and appropriate
remuneration. To avoid any crisis the Act also has specified the safety measures which
must be applied for the safety of the employees.

The Act also implies the certification of fitness by factories to ensure the health and safety
of the people working there and to avoid any crisis in the future. A fitness certificate
details a person’s level of fithess for a certain job or work. This certificate is important in
factories. A person who obtains a false certificate of fitness faces a punishment of
imprisonment for a term, which may extend to two months or with a fine which may
extend to one thousand rupees or both.
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The Industrial Disputes Act, 1947

The Industrial Dispute Act 1947 is India’s major piece of legislation that governs
dispute resolution. It was adopted to investigate and resolve industrial disputes,
prevent illegal strikes and lockouts, and aid workers facing layoffs, retrenchment, or
unfair dismissal. Having illegal strikes and lockouts, layoffs, retrenchment, or unfair
dismissal can create a crisis in the industry which is resolved under the Act.

The main purpose of the Industrial Disputes Act, 1947 is to ensure fair terms between
employers and employees, workmen and workmen as well as workmen and
employers. It helps not only in preventing disputes between employers and
employees but also helps in finding the measures to settle such disputes so that the
production of the organization is not hampered.

The objective of the Industrial Disputes Act is to secure industrial peace and harmony
by providing machinery and procedure for the investigation and settlement of
industrial disputes by negotiations. Thus, helping to control and manage the crisis
through resolving the disputes and creating the atmosphere of peace and harmony
within the industries to function.
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The Contract Labor (Regulation and Abolition)
Act, 1970

Contract laborers form a large part of the total workforce in India. Most of these workers are
engaged in seasonal or occasional employment as and when they are called for. Contract
laborers are mainly recruited through the contractors who work as a link between the principal
employers and the workers. However, over a period of time these contractors are indulging in
large scale misuse and abuse of power.

Thus, the large scale misuse and abuse of power is a crisis like situation for the laborers who are
working there. The crisis needs to be managed and the Act handles the same and penalizes
those who are in fault.

Information Technology Act, 2000

The Information Technology Act of 2000 is legislation in India that deals with unlawful activities
and electronic commerce. It grants legal validity to transactions that are conducted through
electronic means of communication, exchange of information, and other forms of electronic

commerce transactions. It also involves the utilization of alternatives to a paper-based technique
of communication and knowledge storage to facilitate the electronic filing of documents with
government agencies. With the corporate sector rapidly expanding, the Internet has emerged as a
vast platform that enables various sectors to operate and promote their services or products. The
Act specifies the actions to be taken in the event of a cyber-related crisis, with the aim of
preventing and minimizing the impact of such a crisis on corporations.
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DEALING PROCEDURE

Industrial accident management

Industrial accidents are a major concern for governments, organizations, and societies worldwide.
Over the years, the number of industrial accidents in India have been on the rise, resulting in an
increase in fatalities and injuries.

The impact of these accidents on the affected individuals, families and the economy are substantial.
Therefore, proper planning, preparation, and response to industrial accidents are crucial to minimize
their impact and ensure the safety of workers, the public, and the environment.

Industrial accident management in India

Industrial accident management in India involves the implementation of various measures and
strategies to prevent, mitigate, and manage accidents that may occur in industrial settings. Some
of the major causes of industrial accidents in India include a lack of safety measures, lack of
training and awareness, poor maintenance of equipment, and inadequate regulations and
enforcement.To minimize the impact of industrial accidents, the government of India has
implemented several policies and programs aimed at improving industrial safety.

These include The Factories Act, 1948 which lays down the safety, health, and welfare provisions
for workers in factories. The Industrial Disputes Act of 1947 is another law that plays a crucial role
in ensuring industrial safety, particularly in the settlement of disputes that may arise from
industrial accidents.

Further The Contract Labor (Regulation and Abolition) Act, 1970 regulates the employment of
contract labor in certain establishments and provides for the welfare of contract workers. In
addition to the laws, there are other regulations that aim to enhance industrial accident
management in India.

The Industrial Employment (Standing Orders) Act of 1946 requires certain industrial
establishments to define the terms and conditions of employment for their workers, while The
Mines Act of 1952 provides for the health and safety of workers employed in mines. These laws
are aimed at ensuring the well-being of workers and minimizing the risks of accidents in industrial
settings.

Despite these policies and programs, the number of industrial accidents in India continues to be

high. This highlights the need for a more effective approach to industrial accident management,
including a greater emphasis on crisis management.
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Crisis management plan for industrial
accidents

A crisis management plan for industrial accidents is a comprehensive strategy that outlines the
actions to be taken in the event of an industrial accident or disaster. The plan includes a set of
guidelines and protocols that help organizations to minimize the impact of the accident and
respond effectively to the situation. A crisis management plan for industrial accidents in India
should include the following key components:

1.Precaution: It involves developing and implementing measures to minimize the risk of
industrial accidents and ensure that organizations and industries are ready to respond
effectively in case they occur.

2.Retaliation: Response involves taking action to manage the immediate aftermath of an
industrial accident, including ensuring the safety of workers and the public, controlling the
spread of hazardous materials, and providing emergency medical care.

3.Retrieval: Recovery involves managing the long-term impact of an industrial accident,
including restoring normal operations, providing support to affected individuals and
communities, and ensuring the safety of workers and the public.

The plan should be regularly reviewed and updated to ensure that it remains relevant and
effective. A well-designed crisis management plan can help to prevent industrial accidents from
escalating into full-blown disasters, and mitigate the effects of accidents on individuals,
businesses, and the environment.
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HEALTH EMERGENCY MANAGEMENT

Health emergency management in India includes the processes, systems, and procedures put in
place by the Indian government, healthcare organizations, and other stakeholders to respond to
and manage public health crises and emergencies.

The aim of health emergency management in India is to ensure that the country is prepared to
handle and respond to various health crises, including infectious disease outbreaks, natural
disasters, and other emergencies that can impact the health and well-being of the population.

The health emergency management system in India involves various stakeholders, including the
Ministry of Health and Family Welfare, The National Disaster Management Authority (“NDMA”),
health departments at the state and local level, hospitals and healthcare facilities, non-
government organizations “NGOs”, and the corporate sector.

These organizations work together to develop and implement plans and procedures for
responding to health emergencies, providing medical care and support to affected populations,
and coordinating efforts to prevent the spread of infectious diseases.

Health emergency management in India

India faces numerous health emergencies, but it has a robust system in place to address these
challenges. The government, along with the corporate sector, has taken significant steps to
ensure the safety and well-being of the population during health emergencies. The continued
efforts by all parties will be essential in ensuring that India is prepared to handle future health
crises.

To address these health emergencies, India has a well-established health management crisis
management system in place. The government has set up several agencies and organizations to
handle different aspects of health emergencies.

The NDMA is responsible for coordinating the efforts of various agencies in response to disasters

and health emergencies. The Ministry of Health and Family Welfare is responsible for overseeing
the overall health management system in the country.
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Crisis management plan for health crisis

In the corporate sector, companies have also recognized the importance of being prepared for
health emergencies. Many corporations have developed their own crisis management plans and
have trained their employees on how to respond in the event of a health emergency. Some
companies have even set up their own medical facilities and have trained their medical personnel to
handle various health crises. These efforts by the corporate sector have been critical in ensuring
that their employees and communities are protected during health emergencies. Some of the
important points that should be covered in a crisis management plan for health crises are:

1.Early detection and response: The plan should include measures for early detection and rapid
response to health emergencies to prevent the spread of diseases and limit their impact.

2.Communication strategy: A clear communication strategy should be developed to keep
stakeholders and the public informed about the situation, including risks, precautions, and
recommended actions.

3.Resource management: The plan should outline how resources, including medical supplies,
equipment, and personnel, will be managed, and allocated during the crisis.

4.Coordination with authorities: The plan should specify how the organization will work with
local and national authorities, such as public health agencies, to ensure a coordinated response
and maximize the impact of interventions.

5.Evacuation and quarantine measures: The plan should include guidelines and protocols for
evacuating affected individuals and implementing quarantine measures, if necessary.

6.Continuity of operations: The plan should address how the organization will maintain its
critical operations, such as healthcare services or research activities, during the crisis.

7.Training and drills: The plan should include training and drills for personnel to ensure that they
are familiar with their roles and responsibilities during the crisis and can respond effectively. The
plan should be regularly evaluated and updated to ensure that it remains relevant and effective
in addressing current and emerging health threats.

.
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POLITICAL UNREST MANAGEMENT

.‘ { §
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Political unrest management is a crucial component of crisis management in India, as the country
has a long history of political demonstrations, protests, and other forms of public discontent.
Unrest can quickly escalate and cause widespread disruption, violence, and loss of life, which is
why it is essential for the government and other relevant organizations to be prepared to
effectively manage these situations.

One of the key steps in political unrest management is intelligence gathering. Accurate and timely
intelligence is critical to predicting and preventing unrest, as it helps the government and other
organizations understand the underlying causes of the unrest, as well as the potential impact and
consequences. Another important step is effective communication. The government needs to
engage with the public and explain the reasons behind its actions, while also ensuring that the
public has access to accurate and up-to-date information. This can help to reduce tensions and
prevent misunderstandings that could escalate the situation.

Political unrest management in India

Crucial role in maintaining public order and preventing violence during protests and
demonstrations. In addition to these measures, it is important for the government to engage in
dialogue and consultation with leaders of various groups to understand their grievances and work
towards finding a resolution. Civil society organizations can also play an important role in
promoting peaceful protest and in mediating disputes between different groups.
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Crisis management plan of political unrest

A crisis management plan for political unrest would include monitoring and assessment of the
situation on the ground to identify potential flashpoints and areas of concern. To manage a
potential outbreak, it is crucial to prepare and plan contingency measures in advance.
Additionally, effective coordination between government agencies, law enforcement, and civil
society organizations should be established through communication and coordination to ensure a
coherent and comprehensive response to any outbreak.

The management plan also involves encouraging dialogue and consultation with leaders of
different groups to understand their grievances and work towards finding a resolution adding to
which media management to be done. Key points to consider for a crisis management plan for
political unrest:

. Develop a comprehensive plan that outlines the roles and responsibilities of all stakeholders
involved in the crisis response.

. Identify potential triggers of unrest, such as economic disparities, political grievances, social
injustice, and demographic shifts, and monitor them closely.

. Establish a clear communication and coordination plan between all stakeholders, including
law enforcement, government agencies, community leaders, and the media.

. Train law enforcement officials and other responders in non-violent conflict resolution and
crowd control techniques.

. Develop procedures for protecting public safety and property, including crowd management,
traffic control, and evacuation.

. Identify and engage with key community leaders and stakeholders to promote peaceful
dialogue and address underlying grievances.

. Anticipate and plan for potential disruptions to critical infrastructure and services, such as
transportation, healthcare, and communication.

. Ensure that all actions taken during the crisis response are consistent with legal and
constitutional frameworks, and respect the human rights of all individuals involved.

. Evaluate the effectiveness of the crisis management plan after the crisis has ended, and
make necessary improvements for future situations.
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CYBER CRISIS MANAGEMENT

Cyber crisis management refers to the processes, procedures, and measures put in place by
organizations and governments to prepare for, respond to, and recover from cyber-attacks and
other types of digital security threats. The primary goal of cyber crisis management is to minimize
the impact of a security breach and ensure a rapid and effective response.

Cyber crisis management involves a combination of technical and non-technical measures,
including the implementation of strong cyber security measures, regular software and hardware
updates, and the use of strong passwords. In addition, organizations should have an incident
response plan in place that outlines the steps to be taken in the event of a security breach,
including procedures for identifying and containing the breach, reporting the breach to the
appropriate authorities, and communicating with stakeholders.

Cyber crisis management in India

Cyber crisis management in India is the efforts taken by organizations and the government to
prepare for, respond to, and recover from cyber-attacks and other types of digital security threats.
In recent years, India has seen a significant increase in cybercrime and cyber-attacks, making
cyber crisis management an increasingly important issue.

The Indian government has taken several steps to improve the country's cyber security
infrastructure and establish a framework for cyber crisis management. The Computer Emergency
Response Team (CERT-In) is the national nodal agency responsible for handling cyber security
threats and incidents in India. CERT-In provides guidelines and best practices for organizations to
follow in order to prevent cyber-attacks and minimize the impact of a security breach.

The government of India has also established the National Critical Information Infrastructure
Protection Centre (NCIIPC), which is responsible for protecting the country's critical information
infrastructure and ensuring that it is resilient against cyber-attacks. The NCIIPC works closely with
organizations in the public and private sector to ensure that they have the necessary measures in
place to prevent and respond to cyber-attacks.
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Crisis management plan of cyber crisis

A cyber crisis management plan is a comprehensive document that outlines the steps an
organization should take in the event of a cyber attack or other digital security threat. The
goal of a cyber crisis management plan is to minimize the impact of a security breach and
ensure a rapid and effective response. A well-designed cyber crisis management plan
should be flexible, easy to understand, and regularly reviewed and updated.

A cyber crisis management plan is a crucial component of any organization's
cybersecurity strategy. The following are the key steps involved in creating an effective
cyber crisis management plan:

. To identify potential cyber-attacks: This includes both internal and external threats,
such as malware, phishing, insider threats, and cyber espionage. It involves
performing a risk assessment to determine the likelihood and potential impact of
different types of security breaches.

. Define your response team: Once you have identified potential cyber threats, you
should define your response team. This team should include individuals from different
departments within your organization, such as IT, legal, communications, and senior
management.

. Develop an incident response plan: An incident response plan outlines the steps
that your organization will take in the event of a cyber crisis. This plan should include
steps such as identifying the source of the attack, containing the attack, notifying
stakeholders, and restoring normal operations.

. Establish communication protocols: Clear communication is crucial during a cyber
crisis. Your organization should establish communication protocols that outline how
the information will be shared internally and externally in the event of a cyber crisis.

. Continuously monitor and update your plan: Cyber threats are constantly

evolving, so it's important to continuously monitor and update your cyber crisis
management plan to ensure that it remains effective.
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DISPUTE RESOLUTION

When a dispute occurs or is apprehended, the appropriate government may:

. Refer the industrial dispute to a conciliation officer or board of Conciliation officers for
promoting a settlement, or

« To a court of inquiry, or

. To alabor court of adjudication, or

Therefore, theoretically, any employer or workman must write in the prescribed form to the
appropriate government, informing the appropriate government that an industrial dispute
exists. The appropriate government may then refer the dispute to conciliation, labor
courts, or tribunals.

. Conciliation: Although it is the duty of the appropriate government to refer the dispute
to conciliation, either party may also initiate the process by submitting a written
request to the conciliation officer in their district The government maintains a system
of conciliation officers at the district level, regional level and at the state level, to serve
as conciliation officers. The conciliation officer is empowered to inquire into the dispute
and suggests possible solutions to bring the parties into an agreement. The officer's
responsibility is basically an effort of mediation, and in the case of the private sector,
his solutions need not be accepted by the parties.
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. Labour court: In India, a labor court is a specialized court that deals with matters related to
industrial disputes, specifically those arising between employers and employees or between
different groups of employees. The appropriate government is empowered to establish one or
more Labor Courts. Its function is to settle industrial disputes concerning any matter specified
in the second schedule of Industrial Disputes Act, of 1947. Labour Court holds its proceedings
within the specified period and submits its award to the government. Such an award must be
in writing and signed by the presiding officer. The Labour Court has the same powers as are
vested in a Civil Court under the Code of Civil Procedure, 1908, constituted.

. Cyber appellate tribunal: The Cyber Appellate Tribunal (“CAT”) is a specialized court in
India that handles appeals related to cybercrimes and information technology ("IT") laws. It is
responsible for hearing appeals against orders passed by Adjudicating Officers appointed
under the Information Technology Act, 2000 ("IT Act"). The CAT's jurisdiction includes cases
related to cybercrime, data protection, electronic contracts, digital signatures, and other IT-
related issues.

. Voluntary arbitration: The parties may agree to refer the dispute to arbitration at any time
before the dispute is referred for adjudication. The statute requires the parties to sign an
arbitration agreement specifying the terms of the reference and the names of the arbitrator or
arbitrators. Once the arbitration agreement is signed, the government has the power to
terminate and prohibit any strikes and lockouts or the continuation of any strikes and lockouts
in connection with the dispute. An arbitrator has the power to bind unions and workers who
are not parties to the arbitration agreement if he is satisfied that the union represents the
majority of the workers in the unit.
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HOW WL CAN HELP?

Our service for our clients include:

We can create a precautionary plan for our clients to minimize or eliminate the chances
of crises during their business operations.

To recover from a crisis, we can prepare the management plan and give consultancy
advice for the same for the better functioning of the corporate.

We can help in filing for dispute resolution in the labour courts and respective tribunals
for the better crisis management.

We can assist parties in alternative dispute resolution mechanisms by serving as an
arbitrator, mediator, or conciliator, as per their requirements.

We can assist our clients with the following services:

In legal documentation for the dispute resolution through courts or tribunals.
In ensuring compliances for the filing of disputes.

Assist clients as a legal counsel for better management plan.

Assisting in the preparation of the legal drafts as may be needed.

Handling all court cases, representations, and filings before the court of law.

Replying to the candidate’s queries on legal and administrative matters

/
),
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